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(57) ABSTRACT

An exemplary embodiment provides a non-transitory storage
medium encoded with a computer readable program execut-
able by the computer, for writing data in a semiconductor
storage device capable of storing a plurality of bits in one
memory cell. The program causes the computer to perform an
allocation step of allocating a first area for storing first data in
a storage area of a semiconductor storage device and a writing
step of writing the first data only in an area of use, with a
prescribed size from a boundary of the first area being defined
as a protection area and a remaining area being defined as the
area of use in response to a request for writing the first data.
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STORAGE DEVICE DATA PROTECTION
SYSTEM

This nonprovisional application is based on Japanese
Patent Application No. 2011-217349 filed with the Japan
Patent Office on Sep. 30, 2011, the entire contents of which
are hereby incorporated by reference.

FIELD

The invention generally relates to a non-transitory storage
medium encoded with a computer readable program for writ-
ing data in a semiconductor storage device capable of storing
a plurality of bits in one memory cell, an information pro-
cessing system therefor, an information processing apparatus
therefor, and an information processing method therefor.

BACKGROUND AND SUMMARY

With increase in storage capacity, lower cost, or the like of
a semiconductor storage device (for example, a flash
memory) in recent years, applications of a semiconductor
storage device have been expanded. Typically, a semiconduc-
tor storage device is made use of in such a state as being
contained in various apparatuses or in a removable form.

For such a semiconductor storage device, from a point of
view of increase in storage capacity and lower cost, a tech-
nique for storing a plurality of bits in one storage element
(memory cell) has been developed. A conventional semicon-
ductor storage device in which one memory cell holds 1-bit
datais referred to as an SLC (Single Level Cell) type, whereas
such a semiconductor storage device as above is referred to as
an MLC (Multi Level Cell) type in the sense that one memory
cell holds data of a plurality of bits. Since the MLC type
semiconductor storage device can hold data of a plurality of
bits in one memory, it can be greater in capacity than the SLC
type, on condition that the number of memory cells is the
same.

In writing and reading data into and from the MLC type
semiconductor storage device as described above, when a
memory cell in which data to be accessed is stored is
accessed, the memory cell to be accessed may have stored
data other than data of interest. Namely, (respective parts of)
two types of data may be stored in the same memory cell.

Under such circumstances, if some kind of error occurs in
a memory cell itself of interest or in a portion managing the
memory cell of interest at the time of access involved with
certain data, data other than data to be accessed may also be
affected.

An exemplary embodiment provides a non-transitory stor-
age medium encoded with a computer readable program
capable of protecting specific data against an error caused by
access to another piece of data. Other exemplary embodi-
ments provide an information processing system, an informa-
tion processing apparatus, and an information processing
method capable of protecting specific data against an error
caused by access to another piece of data.

An exemplary embodiment provides a non-transitory stor-
age medium encoded with a computer readable program
executable by a computer, for writing data in a semiconductor
storage device capable of storing a plurality of bits in one
memory cell. The program causes the computer to perform an
allocation step of allocating a first area for storing first data in
a storage area of the semiconductor storage device and a
writing step of writing the first data only in an area of use, with
a prescribed size from a boundary of the first area being
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2

defined as a protection area and a remaining area being
defined as the area of use in response to a request for writing
the first data.

According to the exemplary embodiment, the first data is
written only in the area of'use, and an area adjacent to the area
of'use is allocated as the protection area. This protection area
can prevent another piece of data from being written in the
area adjacent to the first data. Thus, the first data can be
protected against an error caused by access to another piece of
data.

In an exemplary embodiment, the allocation step includes
the step of writing information for handling the first area as a
single piece of data in the semiconductor storage device.

According to the exemplary embodiment, since the first
area is handled as a single piece of data, such a configuration
that a protection area is allocated adjacent to the area of use
can be maintained.

In an exemplary embodiment, the allocation step includes
the step of writing file management information for handling
the first area as a single file in the semiconductor storage
device.

According to the exemplary embodiment, since not only a
computer where the first area is allocated but also other com-
puters handle the first area as a single file, such a situation that
a protection area allocated adjacent to the area of use is
deleted can be avoided.

In an exemplary embodiment, the allocation step includes
the step of writing area management information for distin-
guishing between the area of use and the protection area
included in the first area in the semiconductor storage device.

According to the exemplary embodiment, the first area is
handled as a single piece of data, while the area of use where
the first data is stored can readily be specified.

In an exemplary embodiment, the storage area of the semi-
conductor storage device includes a second area for managing
a file stored in the storage area, and the area management
information is stored in the second area.

According to the exemplary embodiment, the first area can
be managed by using management information the same as
that for another file stored in the storage area of the semicon-
ductor storage device.

In an exemplary embodiment, the area management infor-
mation is stored in the protection area.

According to the exemplary embodiment, a protection area
basically not used for storage of data can effectively be made
use of.

In an exemplary embodiment, the area management infor-
mation includes an offset value indicating a size from a
boundary of a third area for storing second data different from
the first data to the area of use.

According to the exemplary embodiment, since an offset
value is used, processing for distinguishing between the area
of'use and the protection area can be facilitated.

In an exemplary embodiment, the area management infor-
mation includes a parameter for calculating a start position of
the area of use in the first area in accordance with a prescribed
calculating formula.

According to the exemplary embodiment, the area of use
and the protection area can be distinguished from each other
without separately storing such a value as an offset value. In
addition, by concealing a calculating formula for distinguish-
ing between the area of use and the protection area, even when
another computer or the like makes an access, security for
data stored in the area of use can be enhanced.

In an exemplary embodiment, the allocation step includes
the step of determining a size of the protection area in asso-
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ciation with a size of a block constituted of a plurality of
memory cells in the semiconductor storage device.

According to the exemplary embodiment, by determining a
size of the protection area in association with structural char-
acteristics of the semiconductor storage device, first data
stored in the area of use can reliably be protected.

In an exemplary embodiment, the size of the protection
area is determined in association with a block which is an
erase unit in the semiconductor storage device.

According to the exemplary embodiment, by allocating the
protection area to a plurality of memory cells in association
with a block which is an erase unit, data in which may be
destructed, the first data stored in the area of use can reliably
be protected.

In an exemplary embodiment, the protection area having at
least a size of the block which is an erase unit is allocated.

According to the exemplary embodiment, at whichever
position an area where the first data is to be stored may be
arranged, storage of the first data and another piece of data in
a block which is one erase unit can be prevented. Therefore,
the first data stored in the area of use can reliably be protected.

In an exemplary embodiment, the protection area is allo-
cated to include an area from the area of use to a boundary
corresponding to a boundary of the block.

According to the exemplary embodiment, storage of the
first data and another piece of data in a certain block can be
prevented. Therefore, the first data stored in the area of use
can reliably be protected.

In an exemplary embodiment, the allocation step includes
the step of obtaining a block size regarding a semiconductor
storage device to be accessed, by obtaining identification
information of the semiconductor storage device to be
accessed and referring to a table in which the identification
information and a block size are brought in correspondence
with each other.

According to the exemplary embodiment, though a size of
a block is different depending on difference in characteristic
value ofthe semiconductor storage device, the protection area
can be set to an appropriate size in spite of such a difference
in block size.

In an exemplary embodiment, the allocation step includes
the step of obtaining by accessing a semiconductor storage
device to be accessed, a block size regarding the semiconduc-
tor storage device.

According to the exemplary embodiment, the protection
area can be set to an appropriate size in accordance with the
semiconductor storage device in which the first data is to be
written.

In an exemplary embodiment, the writing step includes the
step of writing a plurality of files in the first area handled as a
single file.

According to the exemplary embodiment, since a plurality
of files can be written in a common area of use, efficiency in
use of a storage capacity of the semiconductor storage device
can be enhanced.

In an exemplary embodiment, the plurality of files are
managed as files in a file system different from a file system
handling the single file.

According to the exemplary embodiment, for example,
since a general-purpose file system and a special file system
which only a particular model or application can use can be
mounted, data can be stored in accordance with an application
thereof.

In an exemplary embodiment, the program causes the com-
puter to further perform an area specifying step of specitying
the first area where the first data is stored in the storage area of
the semiconductor storage device, an evaluation step of evalu-
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4

ating appropriateness of the area of use and the protection
area allocated to the specified first area, in association with a
block regarding the semiconductor storage device, and a re-
allocation step of re-allocating the protection area when
evaluation as inappropriate is made in the evaluation step.

According to the exemplary embodiment, even when the
first data is written in another semiconductor storage device,
a proper protection area can be set in the semiconductor
storage device in which the first data is written.

An exemplary embodiment provides an information pro-
cessing system including at least one operation processing
unit and a non-transitory storage medium encoded with a
computer readable program executed by the operation pro-
cessing unit. The information processing system includes an
allocation unit for allocating a first area for storing first data in
a storage area of a semiconductor storage device. The semi-
conductor storage device is configured to store a plurality of
bits in one memory cell. The information processing system
includes a writing unit for writing the first data only in an area
of'use, with a prescribed size from a boundary of the first area
being defined as a protection area and a remaining area being
defined as the area of use in response to a request for writing
the first data.

According to the exemplary embodiment, the first data is
written only in the area of'use, and an area adjacent to the area
of'use is allocated as the protection area. This protection area
can prevent another piece of data from being written in the
area adjacent to the first data. Thus, the first data can be
protected against an error caused by access to another piece of
data.

An exemplary embodiment provides an information pro-
cessing apparatus incorporating a function to write data in a
semiconductor storage device capable of storing a plurality of
bits in one memory cell. The information processing appara-
tus includes an allocation unit for allocating a first area for
storing first data in a storage area of the semiconductor stor-
age device and a writing unit for writing the first data only in
an area of use, with a prescribed size from a boundary of the
first area being defined as a protection area and a remaining
area being defined as the area of use in response to a request
for writing the first data.

According to the exemplary embodiment, the first data is
written only in the area of'use, and an area adjacent to the area
of'use is allocated as the protection area. This protection area
can prevent another piece of data from being written in the
area adjacent to the first data. Thus, the first data can be
protected against an error caused by access to another piece of
data.

An exemplary embodiment provides an information pro-
cessing method for writing data in a semiconductor storage
device capable of storing a plurality of bits in one memory
cell, which is performed in a computer. The information
processing method includes an allocation step of allocating a
first area for storing first data in a storage area of the semi-
conductor storage device and a writing step of writing the first
data only in an area of use, with a prescribed size from a
boundary of the first area being defined as a protection area
and a remaining area being defined as the area of use in
response to a request for writing the first data.

According to the exemplary embodiment, the first data is
written only in the area of'use, and an area adjacent to the area
of'use is allocated as the protection area. This protection area
can prevent another piece of data from being written in the
area adjacent to the first data. Thus, the first data can be
protected against an error caused by access to another piece of
data.
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The foregoing and other objects, features, aspects and
advantages of the present invention will become more appar-
ent from the following detailed description of the present
invention when taken in conjunction with the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an exemplary illustrative non-limiting block
diagram illustrating a configuration of an information pro-
cessing apparatus incorporating a memory management
function according to an exemplary embodiment.

FIG. 2 shows an exemplary illustrative non-limiting circuit
configuration of a portable memory device shown in FIG. 1

FIG. 3 shows an exemplary illustrative non-limiting dia-
gram for illustrating a difference between an SLC type and an
MLC type.

FIG. 4 shows an exemplary illustrative non-limiting dia-
gram illustrating correspondence between a hardware struc-
ture in an MLC type flash memory and an address structure
managed by a memory controller.

FIG. 5 shows an exemplary illustrative non-limiting dia-
gram for illustrating such a phenomenon that data adjacently
stored in a physical memory space is destructed by access to
the data.

FIG. 6 shows an exemplary illustrative non-limiting dia-
gram for illustrating a storage area allocated by the memory
management function according to the exemplary embodi-
ment.

FIG. 7 shows an exemplary illustrative non-limiting dia-
gram illustrating exemplary arrangement of an area including
an area of use and a protection area.

FIG. 8 shows an exemplary illustrative non-limiting sche-
matic diagram illustrating a configuration of a file system of
a flash memory.

FIG. 9 shows an exemplary illustrative non-limiting sche-
matic diagram illustrating more detailed data arrangement in
an area allocated in the exemplary embodiment.

FIG. 10 shows an exemplary illustrative non-limiting sche-
matic diagram illustrating a functional block for realizing the
memory management function according to the exemplary
embodiment.

FIG. 11 shows an exemplary illustrative non-limiting flow-
chart illustrating a processing procedure involved with the
memory management function according to the exemplary
embodiment.

DETAILED DESCRIPTION OF NON-LIMITING
EXAMPLE EMBODIMENTS

Some embodiments will be described in detail with refer-
ence to the drawings.
The same or corresponding elements in the drawings have the
same reference characters allotted and description thereof
will not be repeated.

<A. Overview>

For example, a memory management function according to
the embodiment prevents, in storing relatively important data
or the like, the important data from being destructed by writ-
ing of data in an adjacent area. Specifically, an area of use
where data should essentially be stored is allocated, and a
protection area in which storage of another piece of data is
prohibited is set adjacent to that area of use.

<B. Apparatus Configuration>

A configuration of an information processing apparatus 1
incorporating the memory management function according to
the embodiment will be described with reference to FIG. 1.
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Information processing apparatus 1 includes a processor 100,
a RAM (Random Access Memory) 102, a PROM (Program-
mable Read-Only Memory) 104, an input portion 106, a
display portion 108, a communication interface 110, a
memory interface 112, and an auxiliary storage 120.

Processor 100 is an operation processing unit responsible
for overall control of information processing apparatus 1 and
it is configured with a CPU (Central Processing Unit), an
FPGA (Field Programmable Gate Array), and the like. RAM
102 functions as a working memory or the like for a program
executed in processor 100. RAM 102 is typically imple-
mented by such a volatile memory as a DRAM (Dynamic
Random Access Memory). PROM 104 is a semiconductor
storage device for storing data in a non-volatile manner.
PROM 104 is typically implemented by such a non-volatile
memory as a flash memory. Details of this PROM 104 will be
described later.

Input portion 106 accepts a user’s operation and outputs
operation contents to processor 100. Display portion 108
presents to the user, results of processing by processor 100,
image data, and the like. Display portion 108 is typically
implemented by an LCD (Liquid Crystal Display), an organic
EL (Electro Luminescence) display, or the like.

Communication interface 110 provides a function to
exchange data with another apparatus through a wire, by
radio, or the like. Communication interface 110 is typically
implemented by an Ethernet® controller, a wireless LAN
controller, or the like.

Memory interface 112 is configured to be removable from
a portable memory device 2, and it writes and reads data into
and from portable memory device 2. Various semiconductor
storage devices such as an SD (Secure Digital) memory card
and a CF (Compact Flash) memory card can be used as such
portable memory device 2. Likewise PROM 104, details of
this portable memory device 2 will also be described later.

Auxiliary storage 120 stores a program executed by pro-
cessor 100 or the like, image data, or the like in a non-volatile
manner. Auxiliary storage 120 is typically implemented by a
hard disk magnetically storing data, a flash memory, a
memory card, or the like. Auxiliary storage 120 may also
removably be configured, and combination of a plurality of
devices may be mounted as such.

Auxiliary storage 120 stores a basic system 122, a memory
manager 124, and an application 126 by way of example.
Basic system 122 provides an environment for making use of
each piece of hardware constituting information processing
apparatus 1 for execution of various applications. Memory
manager 124 is a main program for realizing the memory
management function according to the present embodiment.
Namely, memory manager 124 is at least a part of a program
for writing data in a semiconductor storage device capable of
storing a plurality of bits in one memory cell. Application 126
is a program operating in an environment provided as a result
of'execution ofbasic system 122 by processor 100, and it may
be a game, a business application, a browser application, or
the like.

It is noted that information processing apparatus 1 may
incorporate such image pick-up means as a camera. By incor-
porating such image pick-up means, information processing
apparatus 1 itself can also generate image data.

<C. Semiconductor Storage Device>

The semiconductor storage device on which the memory
management function according to the present embodiment is
based will be described.

[cl: Overview]

The memory management function according to the
present embodiment is directed to the semiconductor storage
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device for storing data in a non-volatile manner, such as a
flash memory. More specifically, it is directed to (what is
called an MLL.C (Multi Level Cell) type) semiconductor stor-
age device capable of storing a plurality of bits in one memory
cell. Namely, the memory management function according to
the present embodiment manages writing and reading of data
into and from the ML.C type semiconductor storage device.

Currently, an MLC type flash memory is common as such
an MLC type semiconductor storage device. Though there is
astructural difference among such MLC type flash memories,
such as a NAND type and a NOR type, the memory manage-
ment function according to the present embodiment is appli-
cable to any structure. In addition, the memory management
function according to the present embodiment is also appli-
cable to a custom mask ROM (xtraROM) in which a plurality
of functions such as a security function are integrated into one
chip, or the like, in addition to the flash memory.

[c2: Circuit Configuration]

One example of a circuit configuration of portable memory
device 2 will be described with reference to FIG. 2. FIG. 2
shows a NAND type flash memory by way of typical example
for realizing portable memory device 2.

Portable memory device 2 includes a data input circuit 21,
an address decoder 22, a data output circuit 23, and a plurality
of memory arrays 20. A row decoder 24 and a write/read
circuit 25 are associated with each of memory arrays 20.

Data input circuit 21 outputs externally input data (Din) to
write/read circuit 25 corresponding to a memory cell, which
is a destination to be written, and outputs an address of the
memory cell, which is the destination to be written, to address
decoder 22. Address decoder 22 provides a drive command to
row decoder 24 corresponding to the address designated by
data input circuit 21.

Each of memory arrays 20 includes a plurality of cell
strings (columns) having a plurality of memory cells M0,
M1, ..., Mm connected in series. Gate transistors G0 and G1
are connected to respective opposing ends of each cell string.
In addition, word lines WL0, WL1, WLm are connected to
gates of memory cells M0, M1, . .., Mm constituting each cell
string, respectively.

Row decoder 24 drives word line WL in response to a drive
command from address decoder 22. A memory cell corre-
sponding to driven word line WL is activated. In addition, row
decoder 24 drives gate lines GL.0 and GL.1 in accordance with
amemory cell that is accessed. As gate line GLO0 is driven, one
end of the cell string is electrically connected to write/read
circuit 25. Alternatively, as gate line GL1 is driven, the other
end of the cell string is electrically connected to a source
potential (Source).

Write/read circuit 25 is electrically connected to a memory
cell selected by an operation of the row decoder as described
above. In a data writing operation, write/read circuit 25
injects charges corresponding to data into a floating gate of
the selected memory cell. Data resulting from this charge
injection is written (programmed).

On the other hand, in a data reading operation, write/read
circuit 25 reads which value has been programmed, by com-
paring a voltage generated in accordance with charges held by
the selected memory cell with a threshold voltage. Write/read
circuit 25 outputs read data (Dout) to data output circuit 23.

Data output circuit 23 outputs data read by write/read cir-
cuit 25 to the outside. In a NAND type flash memory, struc-
turally, writing is carried out by a prescribed data amount
(typically, 4 k bytes). Therefore, a page buffer may be pro-
vided in write/read circuit 25. It is noted that, in a NOR type
flash memory, bit-by-bit data access can be made.
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Regarding an operation for erase in a flash memory, by
applying a prescribed potential to a well layer (P-well) where
amemory cell is formed, charges that have been injected into
a floating gate of each memory cell are released. Since this
well layer is formed commonly to a plurality of memory cells,
at the time of erase, release is collectively carried out in a
plurality of memory cells on a common well layer. The num-
ber of memory cells defined as a unit for such an erasing
operation will be hereinafter referred to as an “erase block™ or
a “block”.

[¢3: SLC and MLC]

As described above, in a flash memory, a value stored in
each memory cell is read by injecting charges in a floating
gate and comparing a voltage generated as a result of injection
of the charges with a predetermined threshold voltage.

A difference between the SLC type and the MLC type will
be described with reference to FIG. 3. FIG. 3 shows in (a),
relation between a voltage value and a programmed value in
amemory cell in an SL.C type flash memory, and shows in (b),
relation between a voltage value and a programmed value in
a memory cell in an MLC type flash memory.

As shown in (a) of FIG. 3, in the SLC type, which of “1”
and “0” is programmed is determined based on comparison
between a voltage V generated in a memory cell and one
threshold value Vth and on whether the voltage is higher or
lower than threshold value Vth.

Meanwhile, as shown in (b) of FIG. 3, in the MLC type,
which of “117, “10”, “01”, and “00” is programmed is deter-
mined by preparing three types of threshold values (Vthl,
Vth2, Vth3) to be compared with voltage V generated in a
memory cell and determining between which threshold volt-
ages voltage V generated in the memory cell is present. It is
noted that a greater number of threshold values may be set so
that more bits are stored.

With such a method, a plurality of bits can be stored in one
memory cell.

[c4: Address Allocation]

As described above, in the MLC type flash memory, since
each memory cell stores a plurality of bits, a cell address does
not match with an address managed by a host.

One example of correspondence between a hardware struc-
ture in an MLC type flash memory and an address structure
managed by a memory controller will be described with ref-
erence to FIG. 4. FIG. 4 shows an example where one cell
stores data of 2 bits. A unit of cells sharing a lead in an ML.C
type flash memory will be referred to as a “page in a physical
structure.” For the sake of convenience of illustration, FIG. 4
shows an example where 8 cells are included in each page in
a physical structure, however, an example is not limited
thereto.

As described above, a plurality of cells formed on a com-
mon well layer are referred to as a “block™. An “erase block™
in the present embodiment is set and managed so as to match
with a block in a physical structure of this MLC type flash
memory. Namely, as will be described later, a host (memory
controller) accessing the MLC type flash memory erases data
block by block, the block corresponding to the physical struc-
ture of the MLC type flash memory.

On the other hand, from a viewpoint of the host (memory
controller) accessing the MLC type flash memory, a page
address is provided as a logical address. A page managed by
this host will be referred to as a “page in a logical structure”
for distinction from the “page in a physical structure”
described above. For the sake of convenience of illustration,
FIG. 4 shows an example where 8 cells are included in each
page in the logical structure, however, the example is not
limited thereto.
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In accordance with the number of bits stored in one cell, the
page in the physical structure and the page in the logical
structure are brought in correspondence with each other. In
the example shown in FIG. 4, since one cell stores data of 2
bits, two pages in the logical structure are allocated to one
page in the physical structure. Namely, a pair of two pages in
the logical structure is brought in correspondence with one
page in the physical structure. It is not always the case that
successive addresses are allocated to the paired pages in the
logical structure.

It is noted that, from a viewpoint of a block as one unit, a
series of continuous pages in the logical structure corre-
sponds to a block formed on the common well layer.

[c5: Data Destruction]

There is a case where a single piece of data is stored across
aplurality of erase blocks in the data structure shown in FIG.
4. Namely, even though pages in the logical structure are
continuous, they may belong to blocks different in destination
to be written. In a flash memory, a voltage may be applied
collectively to a plurality of memory cells formed on a com-
mon well layer. Therefore, in writing data in a flash memory,
when a writing operation is interrupted by cut-off of system
power supply, a release operation in a live wire state, or the
like, an error may be caused in the entire erase block, which
is a destination to be written. Therefore, another piece of data
stored in an erase block where the error has been caused may
also be destructed.

Such a phenomenon that data adjacently stored in a physi-
cal memory space is destructed by access to the data will be
described with reference to FIG. 5.

For example, it is assumed that a file 1 is stored across a
“block m” and a “block m+1”. A case where a file 2 is written
in an area including “block m” in this state is considered. It is
assumed that some kind of error occurs in “block m” in the
middle of writing of'this file 2. In this case, data that has been
stored in the memory cells constituting “block m” is
destructed and access not only to file 2 to be accessed but also
to file 1 will be unsuccessful. More specifically, a portion of
file 1 included in “block m” may actually be destructed,
whereas a portion included in “block m+1” is unlikely to be
destructed by access to file 2. Even in such a state, access to
files as a whole will no longer be successful.

Namely, in the case where a certain file is stored across a
plurality of erase blocks, an error caused in one erase block
does not permit access as afile including data stored in an area
corresponding to the other erase block.

As a specific example, an error is caused at the time when
another image file is about to be written in a flash memory
where an image file has previously been stored, and accord-
ingly, the image file stored previously may not successfully
be accessed either.

Thus, in the MLC type flash memory, when a certain file is
accessed (written), a file irrelevant to the accessed file (a file
including data stored in a block common to the file, which is
a destination to be written) may be destructed.

Then, with the memory management function according to
the present embodiment, data stored at an adjacent position is
prevented from being destructed by an operation to write into
an adjacent area in a physical memory space and access to a
file including the destructed data is prevented from becoming
impossible.

<D. Memory Management Function>

Details of the memory management function according to
the present embodiment will be described hereinafter.

[d1: Basic Concept]

In order to avoid such a situation that a single piece of data
(a single file) is stored across a plurality of erase blocks as
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described above, in the present embodiment, an area not
storing data is added to one side or opposing sides of an area
for essentially storing data.

A storage area allocated by the memory management func-
tion according to the present embodiment will be described
with reference to FIG. 6. FIG. 6 shows an example where data
1 is stored in a flash memory.

In the present embodiment, in a logical memory space, an
unused area not used for storage of data is added adjacent to
“data 1” of which storage is desired. Namely, the memory
management function according to the present embodiment
allocates an area 200 for storing data 1 in a storage area of a
flash memory (logical memory space). Here, allocated area
200 is preferably handled as one file. This method for han-
dling as one file will be described later. The memory man-
agement function defines a prescribed size from a boundary
of the allocated area as an unused area (protection area) 204
and defines a remaining area as an area of use 202, in response
to a request for writing data 1. Then, the memory manage-
ment function writes data 1 only in the area of use. Thus, in the
present embodiment, in order to protect data 1 against an error
caused by writing of data in an adjacent area, a protection area
(buffer area) is provided on one side or on each of opposing
sides of an area for storing data 1. By setting a size of a
protection area so as to avoid influence by an error caused by
data written in an adjacent area, unexpected destruction of
data 1 can be prevented. By setting such a protection area
having an appropriate size, influence by an error caused at the
time when another piece of data is written can be avoided.

[d2: Size of Protection Area]

In the present embodiment, area of use 202 used for data
storage is allocated and protection area 204 is allocated on
one side or on each of opposing sides thereof. A size of this
protection area will be described.

As described above, in the case where data is stored across
a plurality of erase blocks, there is influence by an error
caused by access to adjacent data. Therefore, a size of pro-
tection area 204 is preferably determined in association with
a size of a block constituted of a plurality of similarly affected
memory cells in a flash memory. More specifically, a size of
protection area 204 is preferably determined in association
with a size of an erase block. Namely, a size of protection area
204 is determined in association with a block which is an
erase unit in the flash memory.

More specifically, in the case where data is written from the
host into the flash memory, instead of using the entire allo-
cated area 200, an area from a forward end of area 200 to a
boundary of a first block and an area from a terminal end of
area 200 to a boundary of a final block are regarded what is
called a “sacrifice area” and they are not used for writing of
data. Namely, protection area 204 is allocated to include an
area from area of use 202 to a boundary corresponding to a
boundary of an erase block.

Ifan address in the logical memory space corresponding to
a boundary of an erase block has already been known, one
erase block or all of the plurality of erase blocks should only
be allocated to a single piece of data (a single file). Generally,
however, correspondence between the physical memory
space and the logical memory space as shown in FIG. 6 is
unknown, and in many cases, it is difficult to obtain such
correspondence.

Then, as one implementation, a size not smaller than one
erase block should only be secured as protection area 204.
Namely, the memory management function according to the
embodiment allocates protection area 204 having at least a
size of a block which is an erase unit. Thus, by arranging
protection area 204 having a size not smaller than one erase
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block on each of opposing sides of area ofuse 202, data stored
in area of use 202 can be protected, at whichever position area
200 may be stored.

Exemplary arrangement of area 200 including area of use
202 and protection area 204 is shown with reference to FIG.
7. A size of each protection area 204 shown in FIG. 7 is the
same as a size of an erase block. FIG. 7 shows in (a), such a
state that a terminal end of area 200 matches with a boundary
of an erase block. FIG. 7 shows in (b), such a state that a
forward end of area 200 matches with a boundary of an erase
block. FIG. 7 shows in (c¢), such a state that neither of a
forward end and a terminal end of area 200 matches with a
boundary of an erase block.

As shown in (a) to (¢) in FIG. 7, by setting a size of
protection area 204 as large as the erase block, at whichever
position area 200 may be allocated, writing of another piece
of'data in an erase block corresponding to area of use 202 can
be avoided. Namely, the same erase block is never shared by
area of use 202 and another piece of data. Therefore, even
when correspondence between the physical memory space
and the logical memory space is unknown, data stored in area
of'use 202 can be protected against an error caused by writing
of data in an adjacent area.

It is noted that a unit of an erase block varies depending on
a structure of a flash memory, a total capacity, a process, or the
like. Therefore, in the case where a size of protection area 204
is determined in association with an erase block, a size of an
erase block should be estimated or obtained.

(1) MOUNT EXAMPLE NO. 1

As a first mount example, a method of finding in advance a
maximum value (512 k bytes or 2 M bytes) of a size of an
erase block of commercially available flash memories and
setting a size of protection area 204 to that maximum value is
possible. By adopting such a method, whichever type of flash
memory may be employed, protection area 204 correspond-
ing to at least one erase block can be secured and hence data
stored in area of use 202 can be protected.

(2) MOUNT EXAMPLE NO. 2

As a second mount example, identification information
may be obtained from a flash memory of interest and a size of
an erase block may be estimated from the obtained identifi-
cation information. More specifically, an SD memory card or
the like has stored therein various types of information on a
flash memory used therefor (a manufacturer number, a prod-
uct number, model information, a capacity, or the like), and a
host can access such information. Then, such information on
a flash memory of interest is obtained and a size of an erase
block for each model of a flash memory is obtained in
advance (for example, as a table). Then, by referring to the
above, protection area 204 having an appropriate size in
accordance with a flash memory to be accessed can be set.

Thus, by obtaining identification information of a flash
memory to be accessed and referring to a table where identi-
fication information and a size of a block are brought in
correspondence with each other, a size of an erase block in a
flash memory to be accessed may be obtained. A size of
protection area 204 is determined based on a thus obtained
size of an erase block.

(3) MOUNT EXAMPLE NO. 3

As a third mount example, a size of an erase block may
directly be obtained from a flash memory of interest. In the
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case of accessing a custom mask ROM or the like including a
flash memory, or the like, a size of an erase block in a flash
memory contained in such a custom mask ROM may directly
be obtained as response. By adopting such a configuration, as
the host accesses the custom mask ROM, a size of an erase
block in a contained flash memory can directly be obtained
and thus a size of an erase block can be determined. Thus, by
accessing a flash memory to be accessed, a size of an erase
block regarding the flash memory may be obtained.

(4) Others

In a custom mask ROM as described above, correspon-
dence between the physical memory space and the logical
memory space can also be obtained in advance. In such a case,
it is not necessary to arrange protection area 204 as shown in
FIG. 6 on opposing sides. Namely, a forward end of area of
use 202 can be allocated to match with a boundary of an erase
block and an area from a terminal end of area of use 202 to a
boundary of a next erase block can also be allocated as pro-
tection area 204. In the case where such allocation is allowed,
a size of protection area 204 which is a “sacrifice area” can be
made smaller and a storage area in a flash memory can effec-
tively be made use of.

[d3: Single File]

Not only information processing apparatus 1 incorporating
the memory management function according to the present
embodiment but also other information processing appara-
tuses can access portable memory device 2 shown in FIG. 1.
Therefore, area 200 in accordance with the memory manage-
ment function according to the present embodiment is also
preferably allocated under a general-purpose file system.
Then, with the memory management function according to
the present embodiment, area 200 including area of use 202
and protection area 204 is handled as a single piece of data.
Namely, even when another information processing appara-
tus accesses a flash memory in which area 200 is allocated,
such an operation as copy of area 200 is allowed. More
specifically, the memory management function according to
the present embodiment writes information for handling area
200 as a single piece of data into a flash memory.

By way of example, for a current SD memory card, an FAT
file system has been adopted as a file system. With this FAT
file system, a linked list is stored in a master cluster (MBR:
Master Boot Record) and information on a stored file and/or
directory (a master cluster number and a used cluster) is
defined in this linked list.

An exemplary configuration of a file system in a flash
memory will be described with reference to FIG. 8. By way of
example, FIG. 8 shows an example where a file A and a file B
are stored. In accordance with the FAT system, in addition to
MBR, a linked list is stored. In this linked list, a master cluster
number of each of file A and file B stored in the flash memory
is described. The cluster refers to a unit size of a storage area
managed under the FAT system.

In the present embodiment, a master cluster number of a
storage area in which area 200 has been allocated and infor-
mation on a cluster used by area 200 are written in the linked
list. By thus describing the linked list, the entire area 200
including area of use 202 and protection area 204 is handled
as one file. Namely, the memory management function
according to the present embodiment writes management
information (file management information) for handling area
200 as a single file into a flash memory. Thus, a plurality of
files written in area 200 are managed as files in a file system
different from a file system handling a single file.

When another information processing apparatus refers to
the linked list of MBR shown in FIG. 8, it recognizes that the
flash memory stores file A and file B. Therefore, even an
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information processing apparatus not incorporating the
memory management function according to the present
embodiment can copy file B (area 200) or perform other
operations. Unless the memory management function
according to the present embodiment is incorporated, area of
use 202 and protection area 204 included in area 200 cannot
basically be distinguished from each other, as will be
described later. Therefore, security of data stored in area of
use 202 can also be ensured.

In addition, since file management information is created
in accordance with a general-purpose file system (FAT file
system), it can be made use of also in other information
processing apparatuses. Thus, other information processing
apparatuses can recognize a single file (area 200) and can
perform reading, copying, or the like of this single file.

[d4: Distinction Between Area of Use and Protection Area]

A configuration for distinguishing between area of use 202
and protection area 204 included in area 200 will now be
described.

An information processing apparatus incorporating the
memory management function according to the present
embodiment distinguishes between area of use 202 and pro-
tection area 204 in area 200 based on specific management
information included in area 200 (area management informa-
tion). Namely, in allocating area 200 in a flash memory in the
present embodiment, area management information for dis-
tinguishing between area of use 202 and protection area 204
included in area 200 is also written in the flash memory.

By way of example, area management information 210 for
distinguishing between area of use 202 and protection area
204 is stored in a predetermined position in area 200.

More detailed data arrangement in area 200 allocated in the
present embodiment will be described with reference to FIG.
9. FIG. 9 shows an example where area management infor-
mation 210 is arranged at a forward end portion and a terminal
end portion of area 200. Since a position of area 200 has been
obtained in advance, a position of area management informa-
tion 210 can readily be specified. Though area management
information 210 may be arranged only in one of the forward
end portion and the terminal end portion of area 200, area
management information 210 is arranged on each of oppos-
ing sides for more redundancy, because it becomes difficult to
specify a position of area of use 202 in the event that contents
in area management information 210 are lost due to an error
caused by access to an adjacent area. In addition, by embed-
ding area management information in area 200 handled as a
single file, the function according to the present embodiment
is maintained even though it is copied to another flash
memory.

Alternatively, area management information 210 may be
stored together with the linked list of the master cluster
(MBR) of the flash memory. By including area management
information 210 in MBR, management can readily be
achieved even when a plurality of areas 200 are allocated in
one flash memory. Namely, area management information
210 may be stored in a master cluster (MBR) which is an area
for managing a file stored in a storage area of a flash memory.

Information stored in this area management information
210 may be mounted as follows.

(1) MOUNT EXAMPLE NO. 1

As a first mount example, a method of describing an offset
amount from a forward end of area 200 to a forward end (a
start position) of area of use 202 and an offset amount from a
terminal end of area 200 to a terminal end (an end position) of
area of use 202 is exemplified. In other words, each offset
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amount means a size of each protection area 204. Since an
address of each of the forward end and the terminal end of
area 200 has already been known, a position of area ofuse 202
can be specified by such information on offset.

Thus, area management information 210 includes an offset
value indicating a size from an adjacent area for storing data
different from data stored in area of use 202 to area of use 202.
Thus, a position of area of use 202 included in area 200 can
readily be specified.

(2) MOUNT EXAMPLE NO. 2

As a second mount example, a method of including in area
management information 210, a parameter for calculating a
start position of area ofuse 202 in area 200 in accordance with
a prescribed calculating formula is exemplified. Such a
parameter includes a value for calculating protection area
204, the number of unit clusters, or the like. By performing
operational processing in accordance with a concealed func-
tion and in accordance with such a parameter, an offset
amount as described above can be calculated. This calculated
offset amount enables distinction between area of use 202 and
protection area 204 included in area 200.

By adopting a method of specifying a position of area of
use 202 by using such a calculating formula, confidentiality
of data stored in area of use 202 can be enhanced.

(3) MOUNT EXAMPLE NO. 3

The file management information and area management
information 210 described above may be integrated as man-
agement information. In this case, two pieces of management
information may be stored in any area described above.

[d5: Arbitrary Storage of Files]

As described above, with the memory management func-
tion according to the present embodiment, since protection
area 204 not used for storage of data is provided on one side
or on each of opposing sides of area of use 202, efficiency in
use of a storage area is lowered. Therefore, if a large number
of'areas 200 are allocated in a storage area in a flash memory,
an area for storing necessary data may not sufficiently be
secured.

Then, in a certain mount example, a plurality of pieces of
data may successively be written in area of use 202. Namely,
a plurality of files may be written in area of use 202 handled
as a single file.

Referring again to FIG. 9, area of use 202 having a pre-
scribed storage capacity is allocated in advance and a plural-
ity of files (a data file 1, a data file 2, . . . ) may be written in
this area of use 202 as appropriate. Here, since what kind of
file is stored in area of use 202 should be identified, informa-
tion for identifying these files is also stored.

More specifically, list information 212 as shown in FIG. 9
may be stored in area of use 202. This list information 212
includes a start position and an end position of a file stored in
area of use 202 (or a boundary position between files) as well
as information on each file (a file name, attribute informa-
tion). By referring to this list information 212, each file stored
as appropriate in area of use 202 can independently be
handled.

[d6: Re-Setting]

As described above, in the present embodiment, since the
entire area 200 including area of use 202 and protection area
204 is handled as one file, area 200 (file) allocated in a certain
flash memory may be copied to another flash memory. Alter-
natively, there is also a case where area 200 (file) is once
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stored in a hard disk or the like for file back-up and thereafter
it is again written in the flash memory.

In such a case, since it is unknown at which position in the
logical memory space area 200 is written, relation with a
boundary of an erase block in the physical memory space
deviates from relation at the time of original allocation. In
addition, a size of an erase block in the flash memory in which
area 200 has been written may be different from the size of the
original flash memory.

As described above, by setting a size of protection area 204
to a maximum size of an erase block in a commercially
available flash memory, data stored in area of use 202 can be
protected in whichever position area 200 may be written.

On the other hand, in the case where correspondence
between the physical memory space and the logical memory
space has already been known, in the case where a size of an
erase block in a flash memory can be obtained, or the like, a
size or the like of protection area 204 may be optimized under
conditions of a new storage location. Namely, a position, a
size, and the like of area 200 stored in some flash memory
may be evaluated, and protection area 204 in area 200 may be
allocated again based on a result of such evaluation.

More specifically, area 200 where data to be protected is
stored is specified in a storage area in a flash memory, and
appropriateness is evaluated by associating area of use 202
and protection area 204 allocated in specified area 200 with a
block (an erase block) regarding the flash memory. Then,
when evaluation as inappropriate is made, protection area 204
is allocated again. In this evaluation of appropriateness,
whether or not there is a possibility of storage of another piece
of'data for any erase block corresponding to area of use 202 is
determined based on a size of an erase block or on correspon-
dence between the physical memory space and the logical
memory space.

<E. Functional Block>

A functional block for realizing the memory management
function according to the present embodiment will now be
described with reference to FIG. 10.

In processor 100, application 126, file systems 1242 and
1244, an FAT file system 1222, and a driver 1224 are executed
in coordination. File systems 1242 and 1244 are functions
provided by memory manager 124. More specifically, file
system 1242 is an interface with application 126 for normal
writing/reading of data into and from a flash memory. Mean-
while, file system 1244 is an interface with application 126
for writing/reading data into and from an area protected
against an error caused by writing of data in an adjacent area.

Application 126 exchanges data with any of file system
1242 and file system 1244, depending on a type of handled
data, a user’s operation, or the like. For example, application
126 writes relatively important data such as various setting
values and information for encryption in area of use 202 in
area 200 through file system 1244. In contrast, application
126 writes data relatively lower in importance in area of use
202 through file system 1244.

By exchanging data with FAT file system 1222, both of file
systems 1242 and 1244 realize an operation requested from
application 126 (data writing and reading). File system 1244
also provides an instruction to FAT file system 1222, for
creation and updating of area management information 210
and list information 212 described above.

FAT file system 1222 and driver 1224 are provided by basic
system 122. FAT file system 1222 writes and reads data into
and from a flash memory by giving an instruction to driver
1224 under prescribed rules. Driver 1224 instructs a flash
memory of interest to write and read data, in coordination
with memory interface 112 (FIG. 1).
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<F. Processing Procedure>

A processing procedure involved with the memory man-
agement function according to the present embodiment will
now be described with reference to FIG. 11. Each step shown
in FIG. 11 is realized by execution of basic system 122,
memory manager 124, and application 126 by processor 100
shown in FIG. 1.

Initially, processor 100 determines whether or not it is
necessary to allocate area 200 for storing relatively important
data in a storage area in a flash memory (step S100). Specifi-
cally, when area 200 is not present in a flash memory after the
flash memory is attached to information processing apparatus
1, it is determined that allocation of area 200 is necessary.
Alternatively, after a flash memory has been initialized (for-
matted), it is determined that allocation of area 200 is neces-
sary. When it is determined that it is not necessary to allocate
area 200 in a storage area in a flash memory (NO in step
S100), processing in step S100 is repeated.

When it is determined that it is necessary to allocate area
200 in a storage area in a flash memory (YES in step S100),
processor 100 determines a size of area of use 202 (step
S102). A size of this area of use 202 may be requested by
application 126 or it may also be determined in accordance
with an amount of data to be written.

In succession, processor 100 determines a size of protec-
tion area 204 (step S104). Processor 100 determines a size of
protection area 204 by obtaining or estimating a size of an
erase block in a flash memory, writing in which is to be carried
out. As described above, various mount forms are possible as
a method of determining a size of this protection area 204.

Inaddition, processor 100 allocates area 200 including area
of'use 202 and protection area 204 in a storage area in a flash
memory (step S106). Area 200 is allocated in this flash
memory by updating contents in the linked list of the master
cluster (MBR) (see FIG. 8). Moreover, processor 100 writes
area management information 210 for distinguishing
between area of use 202 and protection area 204 included in
area 200, in protection area 204 or in the master cluster
(MBR).

Through the processing above, allocation of area 200 in a
storage area in a flash memory is completed.

In succession, processor 100 determines whether ornot it is
necessary to evaluate protection area 204 included in area 200
(step S110). As described above, in the case where area 200 is
copied from another flash memory or in the case where area
200 backed up in a hard disk is again written, it is determined
that it is necessary to evaluate protection area 204 included in
area 200. When it is determined that it is not necessary to
evaluate protection area 204 included in area 200 (NO in step
S110), the processing in steps S112 to S116 is skipped.

When it is determined that it is necessary to evaluate pro-
tection area 204 included in area 200 (YES in step S110),
processor 100 specifies area 200 in a storage area in a flash
memory (step S112). In succession, processor 100 evaluates
appropriateness of area of use 202 and protection area 204
allocated in specified area 200 in association with an erase
block for that flash memory. Namely, processor 100 deter-
mines whether or not area of use 202 and protection area 204
allocated in specified area 200 are appropriate (step S114). As
described above, processor 100 obtains information on an
erase block in a flash memory of interest with various meth-
ods, and determines whether or not a size and/or a position or
the like of protection area 204 are/is appropriate, based on this
obtained information.
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When it is determined that area of use 202 and protection
area 204 are appropriate (YES in step S114), the processing in
step S116 is skipped and no change to area of use 202 and
protection area 204 is made.

In contrast, when it is determined that area of use 202 and
protection area 204 are not appropriate (NO in step S114),
processor 100 re-allocates protection area 204 (step S116).
Typically, a size of protection area 204 is increased.

Through the processing above, even when area 200 is cop-
ied to any flash memory, data stored in area of use 202 can be
protected.

In succession, processor 100 determines whether or not
writing of data in a flash memory has been requested (step
S120). When writing of data in a flash memory has not been
requested (NO in step S120), the process proceeds to step
S130.

When writing of data in a flash memory has been requested
(YES in step S120), processor 100 determines whether or not
nominal data writing has been requested (step S122). When
normal data writing has been requested (YES in step S122),
processor 100 writes requested data in a storage area other
than area 200 in a flash memory in accordance with a normal
procedure (step S124). Then, the process proceeds to step
S130.

On the other hand, when normal data writing has not been
requested (NO in step S122), that is, when writing of data in
area of use 202 in area 200 has been requested, processor 100
writes requested data in area of use 202 in area 200 allocated
in a flash memory (step S126). In addition, processor 100
adds information for specifying data written in area ofuse 202
to list information 212 (step S128). Then, the process pro-
ceeds to step S130.

In succession, processor 100 determines whether or not
reading of data from a flash memory has been requested (step
S130). When reading of data from a flash memory has not
beenrequested (NO in step S130), the processing instep S110
and subsequent steps is repeated.

When reading of data from a flash memory has been
requested (YES in step S130), processor 100 determines
whether or not normal data reading has been requested (step
S132). When normal data reading has been requested (YES in
step S132), processor 100 reads requested data from a storage
area other than area 200 in a flash memory in accordance with
a normal procedure (step S134). Then, the processing in step
S110 and subsequent steps is repeated.

On the other hand, when normal data reading has not been
requested (NO in step S132), that is, when reading of data
from area ofuse 202 in area 200 has been requested, processor
100 specifies a position where data of which reading has been
requested is stored, by referring to list information 212 (step
S136). In succession, processor 100 reads requested data
from area of use 202 in area 200 based on the specified
position (step S138). Then, the processing in step S110 and
subsequent steps is repeated.

<@G. Other Forms>

A program alone for realizing the memory management
function according to the embodiment may be provided. Such
a program may be distributed through a network or provided
through a non-transitory storage medium such as a CD-ROM
or a DVD. The memory management function according to
the embodiment may be implemented by an information pro-
cessing system which is combination of a storage medium
storing a program including instructions for providing each
function and at least one operation processing unit (proces-
sor) capable of reading and executing a program stored in the
storage medium.
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According to another embodiment, some of functions nec-
essary for the memory management function may be per-
formed by a plurality of processing entities. Typically, a series
of'processes necessary for the memory management function
according to the present embodiment may be performed as
distributed among a plurality of processing entities like what
is called a cloud system.

While certain example systems, methods, devices, and
apparatuses have been described herein, it is to be understood
that the appended claims are not to be limited to the systems,
methods, devices, and apparatuses disclosed, but on the con-
trary, are intended to cover various modifications and equiva-
lent arrangements included within the spirit and scope of the
appended claims.

What is claimed is:

1. A non-transitory storage medium encoded with a com-
puter readable program executable by a computer for writing
data in a particular semiconductor storage device capable of
storing a plurality of bits in one memory cell, said program
causing said computer to perform:

an allocation step of allocating a first area for storing first

data in a storage area of said semiconductor storage
device, wherein the area allocated includes at least one
protection area of a predetermined size extending from a
boundary of said first area and wherein at least a portion
of a remaining area is defined as an area of use; and

a writing step of writing said first data only in the area of

use within the first area;

wherein the at least one protection area has a size equal to

a size of a block of physical memory which constitutes
an erase block for said particular semiconductor storage
device and wherein the protection area spans across a
boundary between two adjacent erase blocks of said
semiconductor storage device.

2. The non-transitory storage medium according to claim
1, wherein

said allocation step includes a step of writing information

forhandling said first area as a single piece of data in said
semiconductor storage device.

3. The non-transitory storage medium according to claim
2, wherein

said allocation step includes a step of storing file manage-

ment information to be used by said computer for han-
dling said first area as a single file in said semiconductor
storage device.

4. The non-transitory storage medium according to claim
2, wherein

said allocation step includes a step of storing area manage-

ment information to be used by said computer for dis-
tinguishing between said area of use and said protection
area.
5. The non-transitory storage medium according to claim
4, wherein
said storage area of said semiconductor storage device
includes a second area used by said computer for storing
information to be used for independently managing one
or more files that are stored in the storage area, and

said area management information is also stored in said
second area.

6. The non-transitory storage medium according to claim
4, wherein

said area management information is stored in said protec-

tion area.

7. The non-transitory storage medium according to claim
4, wherein

said area management information includes an offset value

indicating a storage area position within said area of use
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offset from a boundary of a third area within the storage
area of the semiconductor storage device for storing
second data different from said first data.

8. The non-transitory storage medium according to claim

4, wherein

said area management information includes a parameter
for calculating a start position of said area of use in said
first area in accordance with a prescribed calculating
formula.

9. The non-transitory storage medium according to claim

1, wherein

said allocation step includes a step of determining a size of
said protection area in association with a size of a block
constituted of a plurality of memory cells of said semi-
conductor storage device.

10. The non-transitory storage medium according to claim

9, wherein

said size of said protection area is determined in associa-
tion with a size of an erase block consisting of a prede-
termined plurality of memory cells of said semiconduc-
tor storage device and has a size which is not smaller
than said erase block.

11. The non-transitory storage medium according to claim

10, wherein

said protection area is allocated to include an area from said
area of use to a boundary of said erase block.
12. The non-transitory storage medium according to claim

9, wherein

said allocation step includes a step of obtaining a block size
regarding a semiconductor storage device to be
accessed, by obtaining identification information of the
semiconductor storage device to be accessed and refer-
ring to a table in which the identification information
and a block size are brought in correspondence with
each other.

13. The non-transitory storage medium according to claim

9, wherein

said allocation step includes a step of obtaining by access-
ing a semiconductor storage device to be accessed, a
block size regarding the semiconductor storage device.
14. The non-transitory storage medium according to claim

1, wherein

said writing step includes a step of writing a plurality of
files in said first area handled as a single file.
15. The non-transitory storage medium according to claim

14, wherein

said plurality of files are managed as files in a file system
different from a file system handling said single file.
16. The non-transitory storage medium according to claim

1, wherein

said program causes said computer to further perform:

an area specifying step of specifying the first area where
said first data is stored in the storage area of said semi-
conductor storage device;

an evaluation step of evaluating appropriateness of the area
of'use and the protection area allocated to specified said
first area, in association with a block regarding the semi-
conductor storage device; and

a re-allocation step of re-allocating said protection area
when evaluation as inappropriate is made in said evalu-
ation step.

17. An information processing system including at least

one processor and a non-transitory storage medium encoded
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with a computer readable program having instructions
executable by said at least one processor, said instructions
when executed causing said at least one processor to operate
and perform functions comprising:

allocating a first area for storing first data in a storage area
of a semiconductor storage device, said semiconductor
storage device being configured to store a plurality of
bits in one memory cell, wherein an allocated area
includes at least one protection area of a predetermined
size extending from a boundary of said first area and
wherein at least a portion of a remaining area is defined
as an area of use; and

in response to a request to store the first data, write said first
data only in the area of use within the first area;

wherein the at least one protection area has a size equal to
a size of a block of physical memory which constitutes
an erase block for said semiconductor storage device and
wherein the protection area spans across a boundary
between two adjacent erase blocks of said semiconduc-
tor storage device.

18. An information processing apparatus incorporating one
or more processors which function and operate to write data
in a particular semiconductor storage device capable of stor-
ing a plurality of bits in one memory cell, said one or more
processors configured to:

allocate a first area for storing first data in a storage area of
said semiconductor storage device, wherein an allocated
area includes at least one protection area of a predeter-
mined size extending from a boundary of said first area
and wherein at least a portion of a remaining area is
defined as an area of use; and

write said first data only in the area of use within the first
area in response to a request to store said first data;

wherein the at least one protection area has a size equal to
a size of a block of physical memory which constitutes
an erase block for said particular semiconductor storage
device and wherein the protection area spans across a
boundary between two adjacent erase blocks of said
semiconductor storage device.

19. An information processing method for writing data ina
particular semiconductor storage device capable of storing a
plurality of bits in one memory cell, which is performed using
a computer processor, the method comprising:

allocating a first area for storing first data in a storage area
of said semiconductor storage device, wherein an allo-
cated area includes at least one protection area of a
predetermined size extending from a boundary of said
first area and wherein at least a portion of a remaining
area is defined as an area of use; and

using said computer processor to write said first data only
in the area of use within the first area;

wherein the at least one protection area has a size equal to
a size of a block of physical memory which constitutes
an erase block for said particular semiconductor storage
device and wherein the protection area spans across a
boundary between two adjacent erase blocks of said
semiconductor storage device.
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